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First Download the VMware workstation from https://www.gns3.com/
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Learn more about the GNS3 VM

GNS3 is a Free and Open Source software under GPL v3 licensing

Extract the downloaded .zip archive:


https://www.gns3.com/

(] Name Date modified Type Size

ﬁ GNS3-2.1.11-all-in-one-regular 10/11/2018 11:28 Application 56,101 KB

? GMNS3.VM.VMware. Workst 41 KB
Open

Open in new window

Extract All...
7-Zip
CRC SHA >
Pin to Start

B8 open with WinRAR

m Extract files...

ﬂ Extract Here _

ﬂ Extract to GNS3 VM. VMware Workstation.2.1.11\

[ Edit with Notepad++

Ea Scan with Windows Defender...

@ Share
Open with >

v

This extracts the “GNS3 VM.ova” file stored within the compressed archive, in
order to import it into VMware Workstation.

In VMware Workstation, click ‘Open a Virtual Machine’:
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Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

Navigate to the directory where the extracted GNS3 VM.ova is located, and
click ‘Open’ to open the OVA:
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Leave the virtual machine name as ‘GNS3 VM’, and click ‘Import’:

Import Virtual Machine X

Store the new Virtual Machine

Provide a name and local storage path for the new virtual
machine.

Mame for the new virtual machine:

GNS3 VM|

Storage path for the new virtual machine:

C:\Users\admin'Documents\Virtual Machines\GNS3 VM Browse...

Help Cancel

WARNINGWith VMware Player it's recommended to keep the default location. GNS3 will try
to detect VMs outside, but unlike Workstation VMware Player doesn'’t offer a central
database with all VMs location.

VMware Workstation will import the GNS3 VM:

Vilware Workstation

Importing GN53 VM

Cancel

The GNS3 VM will show as available in VMware Workstation. Leave all
settings at their defaults:
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[C] GNS3vM

P> Power on this virtual machine
[ﬁ Edit virtual machine settings
[f';. Upgrade this virtual machine

¥ Devices
E= Memory 2GB
EI Processors 1
=) Hard Disk (SCSI) 19.5 GB
2 Hard Disk 2 (SCSI) 97.7 GB
CD/OVD (IDE) Using unknown ...
< Network Adapter Host-only
% Network Adapter 2 NAT
[ Display Auto detect
¥ Virtual Machine Details
™ Description State: Powered off
Type here to enter a description of this virtua Configuration file: C:\Users\admin\Documents\Virtual Machines\GNS3 VM\GNS3 YM.vmx
machine. Hardware compatibility: Workstation 9.x virtual machine

Primary IP address: Network information is not available

Enable this feature in VMware to make KVM feature active in the GNS3.

@ GNS3 VM

[» Start up this guest operating system

[B1Edit virtual machine settings
[H1 Upgrade this virtual machine

- Devices Virtual'Machine Settings

[ Memg

£ Proce 'IHargware .lgptions

Hard
SHard Device Summary Processors _ _
r—y C;:D Memory 2 GB Number of processors: |1 < |
i {2k Processors 1 . R
A% Netw [ THard Disk (5C3T) 195 GB Number of cores per processor: |_1 < |
X Net . .
» [)'e ""I‘_ [C] Hard Disk 2 (SCSI) 97.7 GB Total processor cores: 1

'*P'1 | |@ coovD (IDE) Auto detect

Virtualization Engine

< Descripti ?, Network Adapter Host-only
Type her ‘& Network Adapter 2 NAT
this virtu (M| Display Auto detect

Preferred mode: |.Aut0matic o]

|1 Virtualize Intel VT-x/EPT or AMD-V/RVI |

[]Virtualize CPU performance counters

NOTE: If you encounter a message in the GNS3-VM where it states that KVM
support is not available, even if you have a CPU capable of hardware
virtualization (modern Intel and AMD CPUs all support this), please confirm
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that it has been enabled in your system BIOS/UEFI (consult the
documentation supplied by your motherboard manufacturer or PC vendor, to
learn how to access this)

Start your machine in VMware Workstation

.— GNS3 WM - VMware Workstation E=E—\
File Edit View WM Tabs Help | 0l + | o | (9 ;EI'|[|EEZE®|

{o} Home % | [ GNS3VM %
|

.

GNS3 VM

To direct input to this VM, click inside or press Ctrl+G. o ﬁ ﬂ | [/ A
&

Once booted successfully, the IP address of the GNS3 VM will be displayed:
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GN53 £.1.11

GNS3 verzion: £.1.11
UM version: 0.10.14
KUM =support available: True

IP: 192.168.18Z.129

To log in wusing 35H:
ssh gns30192.168.182.129

Password: gns3

Image=s and projects are located in -opt-gns3

Release chammel: 2.1

HEALTH CHECK FOR VMWARE

1- Click on the Edit > Preferences...
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Preferences... Ctrl+Shift+P
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Please create a project

2- Select GNS3 VM. Here, two items should be checked:
a. You should mark “Enable the GNS3 VM’
b. Virtualization Engine should be set to “VM workstation player”



@ Preferences

General
Server
| GNS3VM_______|
Packet capture
~ Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
~VPCS
VPCS nodes
~ Dynamips
10S routers
~10S on UNIX
10U Devices
~QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~VMware
VMware VMs
~ Docker
Docker Containers

| GNS3 VM preferences

V| Enable the GNS3 VM

Virtualization engine

VMware Workstation / Player -

VMware is the recommended choice for best performances.
The GNS3 VM can be downloaded here.

Settings

VM name: |GNS3 VM v Refresh
Run the VM in headless mode

RAM: 2048 MB

1)

vCPUs: |1 =
Action when closing GNS3:

(®) keep the GNS3 VM running
() suspend the GNS3 VM

() stop the GNS3 VM

INSTALLING

KALI LINUX IN GNS3

From the template, drag the Kali linux icon on the desktop.
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6 Add appliance

Kali Linux

From the creators of BackTrack comes Kali Linux, the most advanced and versatile penetration testing platform
ever created. We have a set of amazing features lined up in our security distribution geared at streamlining the
penetration testing experience.

Category:
Product:
Vendor:
Status:
Maintainer:
Architecture:
KVM:

guest

Kali Linux
Kali Linux
stable
GNS3 Team
x86_64
reguire

MNext =

Cancel

6 Add appliance

Server

Please choose a server type to run your new Appliance.

Server type

The grayed server types are not supported or configured.

Run the appliance on a remote server

@) Run the appliance on the GNS3 VM (recommended)

< Back

Next =

Cancel




6 Add appliance ?
The following versions are available for Kali Linux. Check the status of files required to install.

>
Required files -

Click on a version to see the required files and import the file from your computer.
GNS3 is looking for files in your downloads directory and in the GNS3 images directory.

Version Filename Size Status Eil=
* Kali Linux 2018.4 2.9 GB Missing files
kali-linux-2018.4-amdé4.isc 2.9 GB Missing
* Kali Linux 2018.3a 3.0GB Missing files
kali-linux-2018.3a-amdé4.iso 3.0 GB Missing 2l
* Kali Linux 2018.1 2.8 GB Missing files
kali-linux-2018.1-amdé4.isoc 2.8 GB Missing 2l
* Kali Linux 2017.3 2.7 GB Missing files
kali-linux-2017.3-amdé4.iso 2.7 GB Missing ZIv
‘- Iml I femnene WAAT " a0 ,n BAlccioe Filoo ’
Import | | Download | |Create a new version| | Refresh |
| < Back | [ Next > l | Cancel |
6 Add appliance ? *
Required files -
The following versions are available for Kali Linux. Check the status of files required to install.

Click on a version to see the required files and import the file from your computer.
GNS3 is looking for files in your downloads directory and in the GNS3 images directory.

Version Filename Size Status Fit

~ Kali Linux 2019.1a 3.2GB Ready to install
Found

Kali Linux 9GE Viissing Tiles
kali-linux-2018.4-amdé4.isoc 29 GB Missing 2l
* Kali Linux 2018.3a 3.0GB Missing files
kali-linux-2018.3a-amdé4.is0 3.0 GB Missing 2l
* Kali Linux 2018.1 28GB Missing files
kali-linux-2018.1-amdé4.isoc 2.8 GB Missing ZIv
4

Import || Download |Createanew version|| Refresh | I

| <Back |[ Next > H Cancel |




6 Add appliance

Qemu settings
Please choose the gemu binary that we will use for running this appliance.

Qemu binary: | fusr/binfgemu-system-x86_64 (v2.5.0)

| .

< Back Cancel
6 Add appliance ? *
Summary 1
The following settings are going to be used. -
Adapter type: 1000
Adapters: 8
Arch: x86_64
Console type: vnc
Kvm: require
Ram: 1024
< Back Cancel




6 Add appliance ? X

e -
Please read the following instructions in order to use your new appliance.

[The appliance is available in the guest category.

Default password is toor

< Back |[ Finish H Cancel

INSTALLING CISCO SWITCH I0SV




@ Preferences

General
Server
GNS3 VM
Packet capture
~ Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
~VPCS
VPCS nodes
~ Dynamips
10S routers
~10S on UNIX
I0U Devices
~ QEMU

~ VirtualBox
VirtualBox VMs
~VMware
VMware VMs
~ Docker
Docker Containers

| Qemu VM templates

& Cisco 10Sv 15.6(2)T

>4 Cisco SW1
& yali Linux 2019.1a

S Ubuntu Desktop Guest 16.04.6
5" Windows 8.1 w/ IE11

Default name format: {name}-{0}

Server:
Console type:
CPUs:
Memaory:
Linked base VM:
QEMU binary:
~ Hard disks
Disk image (hda):

~ Network
Adapters:
Name format:
Type:

~ Optimizations
CPU throttling:
Process priority:

~ Additional options
Options:
ACPI shutdown:

=TT

ESXi

telnet

1

3072 MB

True
gemu-system-x86_64

csr1000v-universalk9.16.08.01a-
Disk interface (hda): ide

4
Gi{port1}
vmxnet3

disabled
normal

-nographic
False

Edit Delete

0K Cancel

Apply

6 New QEMU VM template

Server

Please choose a server type to run your new QEMU VM.

Server type

@ Run this Qemu VM on the GNS3 VM

Run this Qemu VM on my local computer

Next =

Cancel




& New QEMU VM template ? >

QEMU VM name
Please choose a descriptive name for your news QEMU virtual machine.

Name: lcisco IDVI

This is a legacy ASA VM

@ New QEMU VM template ? X

QEMU binary and memory
Please check the Qemu binary is correctly set and the virtual machine has enough

memaory to work.

Qemu binary: | fusr/bin/gemu-system-x86_&4 (v2.5.0) v
RAM: [tzss MB -

< Back Cancel




& New QEMU VM template >
Console type
Please choose the console type. Telnet will connect to the serial console of the
machine. VNC will connect to graphical output of the machine.
telnet v
Note: You don't need to install anything on the VM itself.
< Back Cancel
@ New QEMU VM template X
Disk image
Please choose a base disk image for your virtual machine.
Existing image '@ New Image
Disk image (hda): Browse... | | Create
< Back Cancel




g Select a QEMU disk image

&« v 1 « josvswitch > ios v switch

Organize ~ New folder

¥ 3D Objects A Name
I Desktop
Documents
lv Downloads
J" Music

[&= Pictures
i Videos

% Local Disk (C3)

D hda.gcow?2

w New Volume (E)
w New Volume (F:)

47 DELLEMC-ESXI-¢

& DELLEMC-ESXI-6. v ¢

D vios_|2-adventerprisek9-m.vmdk. S5A.152...

v O

Date modified

9/2/2019 6:55 AM
9/2/2019 6:55 AM

Search ios v switch

File name: |hda.qcow?2

Type

QCOW?2 File

VMDK File
v| |Alliles

il |

Size

Cancel

04,592
94,592

6 New QEMU VM template

Disk image
Please choose a base disk image for your virtual machine.

) Bxisting image (® New Image

Disk image (hda):  hda.gcow?2

< Back

Browse...

Create

Cancel




The New Project Window displays. Give your new Project a Name and click
‘OK”’:



6: Project

Mew project | Projects library

MNew project

Name: |My First GNS3 Project il

l

Open project

|gpen a project from disk| |Eecent projects... |

Location: |Z:".,LIsers".,admin‘\GNSB\prnjects\My First GNS3 F’rcr%'ect| | Browse... |

| Settings |

¥

|

0K

] | Cancel

The GNS3 workspace displays:

@ My First GNS3 Project - GNS3
File Edit View Control Annotate Tools Help

& Of> > HC Emllosraam@

VNeiOlh @

R Indows (64-bit) with Python 3.6.6 Qt 5.9.1 and PYQt 5.9.
€ chnologies.
o X

| Topology Summary 3%

Node Console

Servers Summary 2R

@ DESKTOP-ETH7BNS CPU4.0...
@ cns3 vm (Gus3 v cru 0.

2

Congratulations! You are now ready to create your first GNS3 topologies.
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